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Abstract – The Global Justice XML Data Model 

(GJXDM) is an XML information sharing standard 

which has been adopted by a number of law 

enforcement and homeland security organizations 

across the United States. The GJXDM was designed 

as a tool for securely and efficiently sharing 

information within an organization and between 

organizations, both in the United States and abroad. 

This paper identifies the specific areas in which the 

GJXDM does not in and of itself fully support this 

goal. In cases where gaps in GJXDM’s abilities are 

identified, any existing technologies which can be 

used in conjunction with the GJXDM to help bridge 

these gaps are also identified. The first section 

presents a breakdown of the GJXDM components. 

The second section describes typical GJXDM 

implementations. The third section describes the 

conferences that have been organized and the 

online resources that have been created to promote 

and support the GJXDM. The fourth section 

discusses problems with potential inconsistencies 

between GJXDM and existing solutions to resolving 

these inconsistencies. The fifth section describes the 

models that have been created to alleviate 

difficulties in sharing across organizations caused 

by inconsistencies in interpretation of GJXDM 

relationships. The sixth section details political 

obstacles and linguistic incompatibilities that may 

hinder the use of the GJXDM for international 

information sharing. The seventh section 

emphasizes the need for GJXDM-specific security 

measures. The final section discusses performance 

issues with the GJXDM and some solutions to those 

issues. 
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he adoption of XML as a technology standard 
for the document-centric exchange of 
information has been a priority in the world of 

law enforcement and justice (“Building Exchange 
Content”). The Institute for Intergovernmental 
Research developed the Global Justice XML Data 
Model (GJXDM) as a part of the Global Justice 
Information Sharing Initiative, which aims to provide 

a standardized exchange format for law enforcement. 
The adoption and successful use of the GJXDM 
technology is contingent upon the possibility of 
future integration with other formats and ease of use 
by a wide variety of organizations. Organizations 
must consider the GJXDM relevant to their goals in 
order to be willing to adopt it. Efforts to promote the 
format’s usefulness as well as providing proper 
guidance to individual users are integral in assuring 
future expansion. In terms of the technologies used 
for storage and transmission of data, GJXDM has a 
broad support base (with XML and Web Services 
being increasingly common). However, its effective 
use will depend on the degree of interoperability 
achieved at the level of the data model, i.e. how 
flexible and easy it is to create modified versions of 
the data model designed to interact with specific 
technologies while maintaining data security and 
integrity. The wide adoption of this new standard 
requires that a number of challenges are resolved and 
that the developers and managers are provided with 
the information necessary for a successful 
implementation. This paper aims to inform the reader 
as to the known benefits and shortcomings of 
GJXDM as well as areas where there is potential for 
exploration. 
 

I. TECHNICAL OVERVIEW 
 
GJXDM is a complex XML model and associated 
data dictionary employing modern interoperability 
standards and containing over 2,500 components.  
These data components are organized into eight 
different categories: activity, person, property, 
location, contact information, organization, 
miscellaneous, and metadata (see Fig. 1). The object-
oriented mechanisms built into the model support the 
re-use and extension of components, driving the 
adoption of this technology at different levels and in 
different jurisdictions (“Building Exchange Content”).  
As described in “Justice XML Data Model” (2003), 
The interoperability standards implemented by 
GJXDM include: 

1. the W3C XML Schema language 
(Thompson 2004), 
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2. the DoD 5015.2-STD Design Criteria 
Standard for E-RMS Applications (“Design 
Criteria” 2002), and 

3. the Intelligence Community Metadata 
Language (ICML). 

 
 
 
 
 
 
 
 
 

Activity (1,216 ~ 45%)

Person (543 ~ 21%)

Property (397 ~ 14%)

Location (178 ~ 6%)

Contact Information (33 ~ 1%)

Organization (94 ~ 3%)

Miscellaneous (177 ~ 6%)

Metadata (116 ~ 4%)

 
 

Figure 1. GJXDM contains 2754 data components 
consisting of 550 types and 2204 properties, covering 20,000 
data objects. These data components are organized into 
different categories (e.g., activity, person, property, location) 
with 45% majority of activity-related components. Person-
related data components come second with 21% of the total, 
leaving the third place to property- related components.  

  
II. TYPICAL IMPLEMENTATIONS 

 
Systems that use GJXDM must define an exchange 
method. This can be as simple as putting an XML file 
onto a disk and then loading it into the desired 
machine (although this is likely not an efficient 
implementation), to complex proprietary automated 

exchange systems. XML’s large user base has created 
numerous technologies and tools for exchanging 
XML. The Global Infrastructure/Standards Working 
Group of the Global Justice Information Sharing 
Initiative has recommended that Service Oriented 
Architectures be used to share data among agencies 
(The Global Infrastructure/Standards Working Group 
2004). Web Services, the exchange of XML using 
traditional web protocols, is a typical SOA method 
used for the exchange of GJXDM (“Justice XML 
Data Model” 2003). One such method, SOAP, 
enables the convenient exchange of XML by 
implementing an envelope specifying information 
about the internal content (“SOAP Specifications”). 
This can be used to write a simple interface above 
legacy systems. 
 

III. USER SUPPORT AND ADOPTION GUIDANCE 
 
One of the concerns voiced by advocates of the 
GJXDM upon its initial release was the lack of a 
coherent organization where users could turn for 
guidance in applying and implementing the model. In 
2005 great strides were made towards the goal of 
providing multiple resources for GJXDM users to 
access; an online publication was created with the 
end node user (both novice and technical/advanced) 
in mind, Building Exchange Content Using the 
Global JXDM: A User Guide for Practitioners and 
Developers (“Building Exchange Content”); 
additionally, at the urging of the Center for Advanced 
Defense Studies the US Department of Justice Office 
of Justice Programs (DOJ-OJP) created an easily 
accessible GJXDM Knowledge Base and Help Desk. 
The Knowledge Base and Help Desk is an innovative 
resource where users can submit questions to a 
technical staff as well as query a database where 
previously resolved problems are stored (“GJXDM 
National Virtual Help Desk” 2005). 
 
Numerous GJXDM conferences have been held and 
many more are currently being planned (“Global 
JXDM and NIEM Event Presentations”). In bringing 
together leaders from industry, law enforcement, 
government and academia these conferences allow 
novice and advanced users to interact with the 
developers, pushing further innovation. These forums 
present an ideal opportunity for GJXDM creators to 
solicit information directly from users and case 
studies used for further revision.  
 

IV. INTEROPERABILITY 
 
GJXDM, while providing significant progress 
towards interoperability, does have some 

GJXDM Core Components 

 
400 Complex Types 
150 Simple Types 
2,204 Properties   
2,754 Total Components 
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interoperability hurdles of its own. GJXDM does not 
strictly define how it should be implemented. 
GJXDM defines the possible relationships between 
objects and not which of these relationships must be 
used to represent the information resulting in the 
distinct possibility that two systems will represent the 
same information in widely disparate ways. The 
information provided is sufficient for a program to 
understand what each object is, e.g., understand that 
the given information represents a person, but does 
not always allow for direct mapping into or out of a 
legacy system’s internal format, e.g., know which 
database table to put a person’s information into. For 
this reason, two systems can both be GJXDM 
compliant and still not be able to exchange 
information (Hulme 2003). 
 
Information Exchange Package Documentation 
(IEPD) is a method of avoiding the above 
interoperability issue. An IEPD is a specification for 
a particular information exchange that can be reused 
and extended. They define a strict subset of GJXDM 
particular for the exchange of particular information 
sets or documents. Using a common IEPD between 
different vendor applications helps to ensure 
interoperability (Hulme 2003). An IEPD 
clearinghouse 1  available online through the DOJ 
provides many already made IEPDs that can be used 
as-is or extended depending upon project 
requirements. Already existing IEPDs include Amber 
Alert, Field Interview Report, Incident Report, Rap 
Sheet and Traffic Citation. The use of IEPDs does 
restrict the information exchange to particular 
documents types; for most systems this mirrors their 
internal structure and is not a significant restriction 
(“Building Exchange Content”). It is recommended 
that vendors agree to use existing IEPDs if they exist 
for the exchange of their information. The careful use 
of standards can bypass   many of the possible 
GJXDM interoperability problems. 
 
The Justice Information Exchange Model (JIEM) is a 
software tool and associated methodology for 
implementing and planning the integration of justice 
systems. JIEM allows a user to specify what 
information should be used by placing GJXDM types 
and properties into JIEM documents as needed. The 
aim is to expedite the integration process and assist 
standardization by using a common method of 
integration. JIEM is available at no charge provided 
that users go through training beforehand. The JIEM 
system, while being a business flow framework, can 

                                                 
1 http://it.ojp.gpv/iepd/ 

assist in the creation of new IEPDs (“Justice 
Information Exchange Model” 2006). 
 

V. EXPANSION EFFORTS 
 
With the proven utility of the GJXDM for creating 
information sharing opportunities in the law 
enforcement and justice communities there has been 
an increasing move to expand the data dictionary in 
order to prevent semantic non-interoperability 
between fragmented data models. Perhaps most 
notable among these efforts is the National 
Information Exchange Model (NIEM), a 
collaboration between the Department of Homeland 
Security and the Department of Justice to expand the 
Global Justice XML Data Dictionary (GJXDD) into a 
common vocabulary for government agencies. 
Within this common vocabulary there are domain-
specific data types supporting the individual 
requirements of the intelligence, public health, and 
transportation communities 2 . The NIEM construct 
contains three tiers of data elements; a universal core 
of objects common to all of the specific domains, a 
common core of objects shared between two or more 
domains, and a domain-specific object set which is 
unique to a particular domain.  
 

 
 
The intent behind the NIEM effort is to create 
agency-specific ontologies that will optimize an 
agency’s internal information sharing efficiency as 
well as allow homeland security interdepartmental 
communication (Cover 2005).  
 
While GJXDM has served as a breakthrough in 
information sharing, the proliferation of autonomous 

                                                 
2 As of this writing there are 13 active pilot 

projects, ranging from the DHS-ICE Person Centric 
Data Elements Mapping to NIEM, to Emergency 
Management (EM) Emergency Data Exchange 
Language (EDXL) Components, to the Intelligence 
Community (IC) Pilot.  
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government-oriented data models should not be a 
goal for the future but rather the expansion of the 
already well-founded and defined Global Justice 
XML Data Model. 
 

VI. COOPERATION AT THE NATIONAL AND 
INTERNATIONAL LEVEL 

 
The primary goal of the GJXDM has been to 
facilitate vertical and horizontal justice information 
exchange among jurisdictions within the United 
States. However, with increased attention to 
interregional and multinational terrorist activity there 
is a growing need for international cooperation in this 
area. It is evident that the future implementations of 
the GJXDM will require adoption at a wider variety 
of government agencies, with a higher level of 
internationalization, and guaranteed compatibility 
with similar efforts developed elsewhere in the world. 
Realization of this objective demands that current 
technical concerns as well as political concerns be 
addressed.  
 
The technical tasks would be to investigate how well 
the current version of the GJXDM schema and tools 
support languages other than English, and what is 
required to ensure this support in the future. 
Exploring the existing similar developments in other 
countries and developing an integration case study 
would support this cause and provide valuable data to 
the current maintainers of GJXDM and future 
implementers. Special attention should be paid to 
supporting operational tasks, such as data extraction 
and GJXDM object relationship tracking.   
 
The political ramifications of international 
information sharing are of paramount concern; 
although initiatives to share other types of 
information have been successful, the sensitive nature 
of justice information makes it very hard to 
extrapolate based upon these previous initiatives. 
Resulting from very complex legal policies and 
political resistance to sharing justice information 
across national borders it will be difficult to 
intelligently discuss the nuances of such a sharing 
program. Pertinent to this discussion however, is the 
importance of ensuring that the currently deployed 
and future GJXDM formats will comply with other 
similar standards overseas.  
 

VII. SECURITY ISSUES 
 
A number of security vulnerabilities can result from 
the sending and processing of XML data. XML has 
no built-in mechanisms for determining how XML-

encoded data should be secured. Because GJXDM is 
an XML schema, it inherits any security 
vulnerabilities already present in XML. The result of 
this internal security void is that applications must 
determine their own method of securing the 
communication channels, using GJXDM only as a 
method of representing information. There are many 
different methods and standards of applying security 
to XML information depending on the level of 
security desired and the environment into which the 
application is going to be used. The lack of a single 
standard means that any implementation should take 
careful stock of which standards are available and 
which will work best given the application. It also 
means that securing the exchange between vendors 
may require that a third party tool be used. 
 
One method of securing GJXDM communications is 
to place the system into an already trusted network. 
FINDER, a law enforcement information sharing 
system in Florida, uses this method as it is built upon 
the preexisting CJNet infrastructure (Greenemeier 
2005). This approach can be used if the existing 
network already has all of the necessary security 
elements and can support GJXDM. In many 
circumstances legacy systems do not have a secure 
network, but instead rely upon applications to handle 
security. In this case the architecture should be 
reviewed, especially since Web Services often 
operate using common ports that are not watched by 
firewalls. 
 
As GJXDM is built using XML technologies, XML 
and Web Services are logical methods of deploying 
GJXDM.  Some standards, such as SAML, are of 
particular interest given the expected use of GJXDM. 
SAML intends to distribute authentication and 
authorization information across platforms, 
organizations, and vendors, simplifying single sign-
on and access control (Rosencrance 2002). This 
standard is a possible candidate for adoption and will 
support integration and security of applications at a 
wide level. 
 
Validation is an aspect of security that is traditionally 
overlooked but is of extreme importance to an 
information sharing technology such as GJXDM. In 
both federated and centralized systems of substantial 
size the threat exists of a malicious system or user. If 
a system with trusted access modifies large numbers 
of documents in subtle and hard-to-trace ways the 
damage to records could be immense. The 
development of strict constraint schemas for GJXDM 
validation is one of the possible ways to detect this 
threat. Implementers will need clear guidelines on 
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checking ‘real-life’ GJXDM exchange data. Auditing 
access and changes to the system can also help to 
provide a virtual paper trail and will, depending on 
implementation, allow for the malicious edits to be 
undone. Both validation and auditing may be 
important for a GJXDM system. 
 

VIII. APPLICATION PERFORMANCE 
 
The size of GJXDM can be an issue if not carefully 
considered. The complete schema is over three 
megabytes and requires a considerable amount of 
parsing to read in. If the system is not efficiently 
designed the validation process may use more time 
parsing the rules than checking if the provided 
document abides by them. Additionally, XML has a 
larger processing overhead than many legacy formats 
due to its interoperability features and lack of 
internally defined indexing.   
 
XML’s increased reflexivity and interoperability 
features require more processing power than some 
legacy systems can handle. This is due to the 
extensible nature of XML, e.g., position of data, non-
flat structure, tagging, as compared to many legacy 
formats designed for formats with strict, flat 
structures. XML performance can be increased by 
offloading much of the processing onto systems 
specialized for tasks specific to XML. Systems, such 
as those offered by Intel, can validate XML and 
optimize its organization before it reaches interfaces 
to legacy systems. 
 
The time it takes to validate GJXDM documents is 
used primarily in parsing the GJXDM schema due to 
its size and complexity. Most GJXDM documents 
use only a small portion of the schema, so this 
performance impact is in many cases unnecessary 
(Threattle et al. 2005).  As discussed previously, 
IEPDs can be used to specify subsets of GJXDM to 
be used for particular documents. A subschema can 
then be generated using tools such as the Schema 
Subset Generation Tool3. If the IEPD is used then 
validation can be performed against the subschema 
containing only the necessary information. 
 

IX. CONCLUSION 
 
GJXDM is a rapidly developing data exchange 
format for justice information sharing, which presents 
multiple benefits to law enforcement and Homeland 
Security.  

                                                 
3http://justicexml.gtri.gatech.edu/subset_tool.html 

 
The recommended GJXDM exchange method is 
through SOA Web Services; SOAP allows for the 
description of internal content which can be used to 
write simple interfaces about legacy systems. It is 
important to be cognizant of the fact that GJXDM 
does not strictly define how it should be implemented 
in order to avoid barriers to interoperability. The use 
of IEPDs to address this issue is very effective, 
allowing one to tailor the data model to requisite 
project specifications. IEPD libraries are readily 
available online in addition to various resources on 
how to best implement and utilize GJXDM 
components; these resources are part of the effort to 
facilitate the spread of GJXDM as a data-exchange 
standard. Expansion efforts such as the National 
Information Exchange Model (NIEM) are archetypal 
examples of how GJXDM will be implemented in the 
future. As it is tailored specifically for justice 
information sharing in the United States, the 
flexibility of GJXDM to be applied effectively on the 
international scene is unknown and requires further 
inquiry. Because XML lacks internal security 
mechanisms, external components must incorporate 
security features among which there must be audit 
trail capability and schema validation. Additionally 
the sheer size of GJXDM poses risks for application 
performance, however many readily available 
external systems validate XML and optimize its 
organization before it reaches interfaces to legacy 
systems; the use of specific IEPDs can limit the 
amount of information only to what is necessary for 
processing.   
 
Adoption of GJXDM as a standard for document-
centric information exchange in the justice/law 
enforcement sphere has created an enormous 
opportunity for making data available in a common 
format. To the extent that the data dictionary and 
structure in the GJXDM are accepted throughout the 
developer and user community, it will become much 
easier for information to be sent, transformed, and 
applied in disparate information systems.  
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