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Abstract – The Global Justice XML Data Model 

(GJXDM) is an XML information sharing standard 

which has been adopted by a number of law 

enforcement and homeland security organizations 

across the United States. Because the GJXDM is a 

very large XML schema which has lengthy tag 

names and which is often used to encode very large 

documents with arbitrary attachments, GJXDM 

documents can place very heavy demands on a 

network. This paper discusses a variety of solutions 

to these issues. Solutions include increasing 

available bandwidth, compressing the GJXDM 

documents and their attachments, caching data on 

local machines, managing requests using priority 

queues and grouping, and using hardware-based 

XML appliances. 

 

Index terms – GJXDM, information sharing, 

network performance, XML, compression, binary 

XML, caching, Web Services. 
 

 

etwork performance issues can become a 

significant deterrent for implementing 

XML/Web Services based systems, and 

require close attention at all stages of system design. 

The creation of any information sharing system is 

likely to increase bandwidth requirements associated 

with the new user base and additional traffic. Using 

XML-based formats such as the Global Justice XML 

Data Model (GJXDM) in an information sharing 

system can further increase this problem due to the 

extra overhead required by XML as compared to 

most legacy formats. GJXDM, an XML standard for 

exchanging law enforcement data, has been widely 

adopted by law enforcement organizations across the 

United States. It is a large and complex standard, 

consisting of 2754 data components consisting of 550 

types and 2204 properties, covering 20,000 data 

objects (“Justice XML Data Model: Technical 

Overview” 2003). Because of its popularity, an 

analysis of the performance issues related to XML in 

general and GJXDM in particular are of significant 

importance. 

 

This short paper presents the network performance 

associated with implementations of XML-based 

systems, with particular attention paid to GJXDM 

exchanges in state-wide law enforcement system 

integration. Several possible solutions for avoiding 

the negative effects of increased XML traffic are 

subsequently discussed. The scope of this discussion 

is limited to a higher-level overview of the problems 

as specific knowledge of the existing systems is 

necessary for a more nuanced, tailored discussion.  

 

I. XML NETWORK OVERHEAD 

 

As XML was intended as a “least common multiple” 

of machine processing and human readability 

requirements, it is not the most efficient 

representation of data for transfer and processing. An 

XML message can easily be 10 times larger than a 

binary message containing the same information. 

Depending on the data being transferred and the 

XML schema used, the increase in size can be even 

larger, especially if the document has deep nesting 

(Megginson 2005). 

 

XML’s verbosity is acceptable for moderate 

transaction volumes, but the processing overhead and 

bandwidth consumption become problematic when 

transaction volumes are high, as will likely be the 

case for law enforcement systems aggregating data 

from entire states. 

 

II. GJXDM-SPECIFIC ISSUES 

 

The length of tag names used in GJXDM has been 

quoted as contributing to the overall network load. Its 

tag names conform to the ISO 11179 Naming 

Convention Standards and as a result, are quite 

lengthy (Roberts 2005). At the same time, the data 

being exchanged are frequently concise. For example, 

the time reported for an incident may be presented as 
<j:MissingPersonLastSeenDate>2004-

01-28</j:MissingPersonLastSeenDate>. 

In this example, the number of characters dedicated 

to the tags (60 characters for 

<j:MissingPersonLastSeenDate> and 

</j:MissingPersonLastSeenDate>) 

themselves is six times the number of characters 

dedicated to the data which the tags contain (10 

characters for 2004-01-28). In 2004 a team at the 
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Center for Advanced Defense Studies conducted 

performance tests which measured the impact of long 

tag names. For the Amber Alert Information 

Exchange Packet, tag data on average constituted 

60% of the message transmitted. The tests revealed 

that reducing the size of tag names significantly 

reduced the total communication time, and could also 

affect the validation time, depending on the parser 

used. Reducing the tag names to three characters (a 

naïve compression method) and making the 

appropriate substitutions in the reference schema was 

shown to reduce transaction time by up to 50% 

(Threattle, et al. 2005). 

 

III. POSSIBLE SOLUTIONS 

 

On a simplistic level, there are three solutions to the 

bandwidth problem: 

 

1. Increasing bandwidth 

2. Reducing the size of information exchanged 

3. Minimizing the number of required 

exchanges 

 

In many cases, increasing available bandwidth is 

relatively cheap compared to other methods of 

solving this problem. Whether this is applicable to 

the state-wide law enforcement integration would be 

evident only from the analysis of specific 

jurisdictions’ IT infrastructures and existing options 

for expansion. The second solution can be 

approached by using compression techniques or 

binary XML. The third solution is system-specific: 

whether the number of exchanges required by the 

system can be minimized depends entirely on the 

implementation being considered. Overall, caching 

and priority queues can be used to minimize the 

“hits” on application servers. Sections IV–VI 

describe the above mentioned techniques in more 

detail. 

 

IV. COMPRESSION 

 

GJXDM exchanges consist of text-based XML 

documents and associated binary data such as images. 

Both of these can be compressed to preserve 

bandwidth, transferring the load from network to 

processing.  

 

The compression of XML uses an algorithm such as 

gzip or lzo to decrease the size of XML messages by 

up to 90%. The additional costs of implementing this 

compression are fairly low: the functionality is 

supported by commonly used Web application 

servers, and is even used in commodity browsers. 

The downside to this is the significant overhead on 

every system that needs to examine the message, 

requiring surplus processing power (Severson and 

Fife 2003).  

 

Although it may be necessary to have high-quality 

(ideally loss-less) versions of binary files associated 

with GJXDM data for some purposes, low-quality 

versions suffice for other purposes. For example, a 

high-quality version of an audio file may be 

necessary in order to extract details from background 

noise. However, a low-quality version may be all that 

is necessary to identify the person speaking in the 

recording. By storing both low- and high-quality 

versions of every file on the database, and allowing 

users to place queries on only the low-quality 

versions, a great deal of bandwidth can be saved. 

 

A common concern related to XML compression is 

that the entire message needs to be decoded even if 

only a small part of the message is actually needed. 

In addition to simple gzip (or similar) compression, 

various XML-specific compression techniques exists, 

all with varying trade-offs between result size, 

processing needs, and retaining the ability to only 

decode what is needed. Compression tools such as 

XGrind retain the ability to query the XML, but use 

much more processing time than gzip and also do not 

compress as effectively (Tolani and Haritsa 2002). 

To determine if such tools would be justified for use 

in a state-wide law enforcement integration project, 

one would need to conduct a case study on the most 

common transformations and queries performed on 

an XML document as it is being exchanged. 

 

The first stage of integration is likely to be restricted 

to large batch updates and on-the-fly exchange of 

entire documents, e.g., incident reports, without the 

need for special content-based handling and routing. 

Therefore, simpler compression methods can be used. 

Since a state-level integration project would deal with 

legacy systems that have varying levels of GJXDM 

support and processing power, decisions on the use of 

compression need to be made on a case-by-case basis, 

balancing the network requirements with 

performance on the endpoints.  

 

V. BINARY XML 

 

The World Wide Web Consortium (W3C), an 

organization which creates software and defines data 

format standards for the internet, is working on a 

specification of Binary XML that has the potential to 

solve the problems that arise in sending XML across 

a network. By using binary equivalents to tags, the 
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hope is to lessen the bandwidth requirements and 

optimize the processing of XML documents 

(Goldman 2005). This has the advantage over 

compression as the document can be interpreted “as 

is,” without costly decompression or decoding. 

However, the actual implementation of Binary XML 

is a difficult problem and an approved standard has 

not yet been produced (LaMonica 2005). Once a 

standard is approved the adoption may still be 

hindered because every node in a Binary XML 

system must be able to interpret the documents. This 

could require a complete overhaul of all existing 

systems before any benefits can be realized. A study 

by IBM suggests that the parsing of Binary XML will 

be two times faster than even an optimized parser on 

traditional XML. However, the same study also 

claims that the use of a stream-based optimized 

parser (which processes documents on the fly) 

instead of a Document Object Model (DOM)-based 

parser (which loads the entire document into memory 

before processing it) can increase processing speed 

tenfold (Bayardo et al. 2004), continuing the debate 

on the applicability of Binary XML. 

 

At this point it is too early to discuss using Binary 

XML in a production system; however, it is a viable 

option for a future upgrade should the standard be 

adopted. 

 

VI. CACHING 

 

In many cases, the overall architecture of the 

information sharing network which shares the 

GJXDM information has a significant impact on the 

effectiveness of a particular bandwidth solution. This 

paper mentions two general approaches, centralized 

and federated, to creating information sharing 

systems that combine disparate, autonomous database 

systems into a single system without disrupting the 

autonomy of the pre-existing systems. Centralized 

systems combine some or all of the data from each 

database into a single central database. Federated 

systems, on the other hand, provide a common 

interface which takes a single query sends out 

separate queries to the individual databases and then 

combines the results. 

 

One difficulty with federated systems is that in order 

for a single query to return results from multiple 

database systems, it must be possible to translate that 

query into the querying languages of each of the 

individual systems involved. If such a translation is 

not possible, either due to limitations in the querying 

language or in the database system itself, then the 

common interface querying language must be 

designed to exclude such a query, or the system 

lacking the capability must send the entire database 

over to the querying system. In the first case, the 

power of the common querying system is being 

unnecessarily limited, and the second case requires a 

very large, and usually very impractical, amount of 

information to be sent over the network. One possible 

solution that bypasses the high information volume 

problem is sending temporary copies of information 

at key points in the network (caching). In federated 

systems, caching can provide local copies that can be 

searched instead of requiring huge amounts of 

information be to be passed for each query. 

 

Caching assumes that the majority of information 

stored will not change in between cache updates. 

Thus a search can be done locally even if the master 

copies of the information are on a different system. 

Bandwidth can be further reduced by using a system 

that only sends the differences in records to caches 

(Kroeger 1997).  

 

A related issue involves the hosting of schemas that 

are used for validation of XML documents. While it 

is convenient to store the copy of GJXDM schema on 

one of the servers and reference it when schema 

checking is required, the large size of the schema and 

the fact that most parsers need to load the entire 

schema in order to commence validation must be 

considered. Keeping an up-to-date local copy on all 

servers is the preferred solution.  

 

VII. PRIORITY QUEUES AND GROUPING 

 

The majority of the bandwidth used in a system is for 

information exchanges that are important, but do not 

need to be processed immediately. These include 

maintenance tasks, periodic updates and large 

automated queries. If the bandwidth is overloaded 

then the system can maximize the use of what 

bandwidth is available by using priority queues. This 

ensures that time critical information is transferred 

and lower priority requests will go through when 

bandwidth is available. 

 

Placing requests into queues allows for a further 

optimization. A large portion of XML transfer 

overhead can be in processing the XML package that 

contains the request. If similar requests are combined 

into a single XML package, this overhead can be 

minimized. It also allows for the responses to be 

combined provided a method for routing them to the 

correct locations exists (Kim et al. 2003). 
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Using priority queues and request grouping in a 

centralized architecture is of limited value. The 

messages being sent are primarily data updates and 

queries. Request grouping would cause the data 

stored on the centralized server to no longer be in 

real-time, and placing these messages into a priority 

queue is difficult. Maintenance messages are minimal 

as most maintenance is done on the central data store. 

The centralized architecture tends to decrease the 

bandwidth by virtue of its network structure alone. 

 

If a federated architecture is implemented then 

priority queues and request grouping are more 

important. Each of the nodes in a federated 

architecture needs to communicate large amounts of 

information to each other just to keep in sync. 

Priority queues can prevent the necessary but non-

urgent data from affecting time-sensitive requests. 

Grouping can package messages to each federated 

node. The use of a data warehouse can reduce traffic 

further by providing a single source to send updates 

and queries to, effectively creating a centralized 

architecture.   

 

VIII. NETWORK ISSUES NOT RELATED TO 

BANDWIDTH 

 

Since XML traffic essentially resides above the 

application layer of the OSI model (Bloomberg and 

Schmelzer 2002), it is difficult to limit the discussion 

of network–related issues to bandwidth requirements; 

XML traffic brings increased requirements on other 

elements of network architecture as well. This section 

is devoted to the systems that are likely to experience 

bottlenecks during the transition to an XML-based 

exchange format such as GJXDM. 

 

The openness and readability of XML format 

requires that a message go through multiple 

transformations on the way in and out of the system. 

Validation, parsing, marshalling, serialization, and 

canonicalization are typically required for a simple 

point-to-point exchange in XML. Depending on 

system requirements, encryption/decryption and 

document signing may also be needed. Executed on a 

per-message basis, this work imposes a significant 

load on the endpoints. 

 

Traditional network systems such as routers rely 

upon ports to differentiate between different types of 

information being sent. This allows for the easy 

configuration of a router to guide information to 

different machines based upon port; splitting the 

processing between multiple machines. Standard 

methods of XML transfer such as Web Services use a 

common port to exchange XML. This leaves no easy 

way to re-route packets based solely upon their 

headers, making XML traffic content-oriented rather 

than protocol-oriented. Furthermore, if a message 

needs to be examined on its way to the recipient, e.g., 

for security reasons, the multi-step transformation 

sequence mentioned above is repeated. 

 

Another traditional device that loses its efficacy in an 

XML based system is the firewall. When all 

information is exchanged over a common port the 

firewall loses its ability to distinguish between proper 

and improper traffic. The rules system commonly 

used by firewalls is based entirely on information in 

packet headers and is unable to interpret information 

on the content level. This leaves it up to the system to 

validate a document and determine whether it is 

appropriate for processing. This can have a serious 

impact as many traditional systems use a trust 

mechanism that assumes that if the message can be 

parsed then it is valid and safe to process. 

 

Hardware solutions that operate on a document level 

instead of the packet level do exist and can allow for 

the intelligent routing of XML and offloading 

processing load from overloaded servers. These 

solutions can provide document-level equivalents to 

firewalls and routers and can also provide validation, 

compression, and encryption. A document-level 

router processes just enough of an XML document to 

determine which system it is intended for in a manner 

similar to traditional routers: checking packet headers 

to determine which type of traffic a specific packet is 

(Web, email, etc.) and then sending it to the machine 

providing that service. Firewalls on the document 

level operate on a similar principle; instead of 

comparing information in the packet headers to a rule 

set it compares the entire document to a rule set. This 

allows for the rejection of documents based upon 

validation and other content rules. In addition, 

hardware which can offload operations includes 

compression/decompression devices which can 

prepare data for constrained links and 

encryption/decryption devices which can be placed 

around untrusted links (Waters 2005). 

 

IX. CONCLUSION 

 

XML was designed as to be as easily readable by 

humans as by computers. This readability often 

comes at the cost of performance. Therefore, 

information sharing systems which use XML may 

need more bandwidth than they would have if they 

had used other data formats. In cases where the extra 

bandwidth demands placed by XML exceed the 
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network’s capabilities, simply upgrading the existing 

systems to create more bandwidth and processing 

power is often more cost-effective than implementing 

a bandwidth-efficient system.  In cases where 

increasing the bandwidth is not possible or cost-

efficient, compression, caching and queuing can be 

used to minimize the amount of bandwidth needed; 

each of these solutions requires corresponding trade-

offs. In addition to bandwidth, the use of XML makes 

some existing network appliances obsolete. Using 

modern XML hardware can assist legacy systems in 

handling the additional load. However, the benefit of 

all provided options is largely dependent upon the 

general network architecture and should be carefully 

considered within a specific design. 
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