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Abstract—This report proposes an approach for assessing the
deterrent effect of security systems employed to pvent terrorist
attacks against commercial ferries. Specifically,tianalyzes the
deterrent value of current U.S. MARSEC coast guardscreening
protocols by using a combination of deterrence assement
methodologies. Each protocol is assessed according its
effectiveness in deterring the use of a vehicle-hoe improvised
explosive device (VBIED) containing explosives weigng 500-
1000 Ibs. It is assumed that an attempt will be madto detonate
this device aboard a high-capacity ferry in the US.

Two deterrence assessment methodologies are disadss
economic cost/benefit analysis and risk assessmendhagement.
Economics literature establishes cost/benefit anadis as a valid
method for utility calculation and comparison in the case of a
VBIED attack. The risk assessment/management approh to
deterrence assessment in this report is augmentedy bthe
methodology of Effect-Based Operations (EBO). A cobination
of key elements from these two similar three-step adels
generates a three-sided approach to assessing detet value of
security measures. This approach can be termed thériad’
approach. A mathematical formulation of this ‘triad’ provides
estimates as to the cumulative deterrence effect @lll security
mechanisms being used in a particular protocol. Thagh the
numbers in the ‘triad’ model are hypothetical, themodel itself is
useful in evaluating which combinations of securitymeasures may
lead to overall cost effective screening on ferries

Index Terms— Deterrence assessment, marine
transportation, marine vehicle control, protection,technology
assessment.

|l. INTRODUCTION

his report proposes an approach for assessingetiherent

effect of security systems employed to preventotést

attacks against commercial ferries. Specifically,
analyzes the deterrent value of screening protdaplssing a
combination of deterrence assessment methodologash
protocol is assessed according to its effectiveimesieterring
the use of a vehicle-borne improvised explosive iaev
(VBIED) containing explosives weighing 500-1000.llisis

assumed that an attempt will be made to deton#edtvice
aboard a high-capacity ferry in the US.

The threat assessment report published by ABSG
Consulting Inc. for U.S. Coast Guard [1] identifida use of a
VBIED as the greatest concern in commercial feggusity.
Following the analysis of the ABSG, the next steptd
examine existing screening protocols and theiritgkib deter
a VBIED attack. In [2] a survey indicated that nags the
required passenger, passenger vehicle, and largmsed
vehicle screening levels to meet MARSEC Il requieats is
cost-prohibitive to most companies. The suggesiofB] is
that current security screening protocols are iabdp of
providing thorough VBIED security screening while
maintaining economic viability in the commercial rrfe
industry. Meeting MARSEC Il would likely resuit many
ferry operators shutting down operations, theredmaving a
significant source of public mass transit [4]. Heer it was
indicated by the same survey that if the largeacletscreening
aspect of MARSEC | could be made more intensivelewhi
leaving other aspects at their normal levels, f@wmpanies
would remain economically viable.

Prohibitive operational economics incurred at MARSH
security performance standards come from two ssuréérst,
the implementation of more stringent screening iregu
increased spending in the areas of human resouands
screening equipment. Secondly, the source of enaniwss
at MARSEC lll is caused by operation delays thaheas a
combined effect of increased number of screeningsl@anger
screening times. It is critical that the secuséctor develops
an understanding of which security measures wilijate the
most effective deterrence to VBIED so that thesesuees
may be given priority. MARSEC security performance
standards have been designed under the assumptorat
properly executed random screening procedure et raft 5-
i10% will be sufficient to produce a deterrence &ffg]. It is
speculated, however, that further increases in esang
percentages will be associated with a still gredeterrence
effect.

This report addresses the most useful methodssesaimg
the deterrent effects of security measures cugr@nécticed in
the commercial ferry industry, as listed in “Sceéaa@election
for Ferry Special Assessment” [6]. Two deterreassessment
methodologies are discussed: economic cost/bearétysis
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and risk assessment/management. Economics
establishes cost/benefit analysis as a valid metboditility
calculation and comparison in the case of a VBIBEfack.
This literature is limited to direct monetary costssociated
with committing and preventing hypothetical tersbrattacks.

literatdil.

DETERRENCE MEASUREMENT ASSESSMENT

METHODOLOGIES

AND

A. Definitions and overall approach
In order to identify applicable deterrence assessme

The risk assessment/management approach to derremethodologies it is necessary to compose a word@fipition

assessment in this report is augmented by the whelihgy of
Effect-Based Operations (EBO). The rationale behihid

augmentation is that each methodology establishiesea-step
framework for how a deterrent effect is genera@d[7]. A

combination of key elements from these two sintifeee-step
models generates a three-sided approach to agpelederrent
value of security measures. This approach caretmeed the
‘triad’ approach. A mathematical formulation of ghitriad’

provides estimates as to the cumulative deterrefieet of all

security mechanisms being used in a particular opoit
Though the numbers in the ‘triad’ model are hyptitad the
model itself is useful in evaluating which combioat of
security measures may lead to overall cost effecdireening
on ferries.

Il. scope

The primary scope of this report is concerned wiitie
estimation of the deterrence effect of existing usi¢
countermeasures and protocols (specifically scnggragainst
a terrorist attack scenario. The report addressgessible
attack on a high-capacity passenger ferry (500-cqragers),
committed using a VBIED. Analysis of previous VEIE
attacks suggests that such an attack would mosty like
carried out using a large truck or van [8]. White tprimary
and secondary effects of different size VBIEDs i being
modeled, it has been established that a devicehimgigclose
to 1000 pounds would most likely deliver catastiogtamage
and loss of life if detonated aboard any of thehkigpacity
ferries. The report’s scope will assume that thgetaferry and
port have been under surveillance by possible tistsp
providing them with detailed information about thecurity
measures at the site.

Within this scope, ‘deterrence effect’ will be viewvas: “the
degree to which security measures affect the phanni
preparation, calculation and perception of a paldic attack
by the potential attacker.” More specifically, eleence
assessment strategies will be applied to the spestifeening
measures that are undertaken by large-scale fqreyators.
These measures will be examined first in terms athe
individual security measure and second in comtonatbf
these security measures within protocols. Pagicattention
will be given to the protocols, security measurasd the

of deterrence and establish an understanding of thi
phenomenon’s composition. This section will provithet
definition and present it in a conceptual model.aAsecessary
component of the definition of deterrence, the emioof a
‘deterrent’ will also be defined. Next, a literegureview will
discuss applicable deterrence assessment methoekldde
literature review introduces assessment framewspksific to
other academic disciplines. These frameworks caadagted
to assessing the deterrence effect of security unesisuch as
the protecting force. They are applied from theaaref risk
assessment/management (enabled by Effects-Basedtiops
approach) and economic cost/benefit theory.

1) Existing deterrence definitions:
The following is an examination of several areaeffie
definitions of deterrence. The pertinent inforroatifrom
these definitions will be synthesized in order teate a
working definition specific to this paper. Consenilye an
expanded definition of ‘deterrence assessmentaied.

Military Science

According to military scientists, the definitiorf strategic
deterrence is: “The prevention of adversary aggrassr
coercion that threatens vital interests of the é&hhitStates
and/or our national survival. Strategic deterregoavinces
adversaries not to take grievous courses of atiyjomeans of
decisive influence over their decision making.” Aosely
related U.S. Department of Defense definition [§] ‘t]he
prevention from action by fear of the consequences.
Deterrence is a state of mind brought about bye#tigtence of
a credible threat of unacceptable counteractiontiese
particular frameworks focus on deterrence as aegtyaof
prevention of courses of action. In these defingiat is the
responsibility of the protector to change an adwsfrs
strategic decision making.

Transportation Security

The U.S. Department of Transportation takes a #jigh
different view of deterrence. In theMotor Carrier
Management and Threat Assessment Study [10] deterrence is
defined thusly: “Countermeasures which are visilite
potential attackers and which deter an attack syngthe risk
of apprehension or lowering the probability of ex” Fear
is referenced specifically as a deterring factoherfore,

prescribed screening levels required by the MARSEEeterrence can be viewed as part of a cognitivegs The

Directive 104-5.

goal of this type of deterrence is to change tkeckér's mind

Certain additional assumptions concerning scope af@me, thereby dissuading the attack.

embedded in the task that this report is desigonedddress.
Throughout the report, the attacker will be assurtede
determined, and therefore not whimsically determadipnal,
and therefore susceptible to rational models fer dhcision-
making process; and incapable of resorting to terrative
method when deterred from a VBIED attack.

Working Definitions

Each of the above definitions carries an importprality of
deterrence. The military science definition expessstrategy
in that there is a need to assess the adversasgksilations of
risks, rewards, costs and benefits. The transpomntatecurity
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definition references cognition, specifically appeasion, in
deterring attacks. It is appropriate to combines¢h&eas to
create a more comprehensive working definition etbdrence
that includes influence on the adversary's peroapti

In the following paragraphsleterrence shall be defined as:
“a cognitive event in the mind of an adversary adesng an
attack that occurs—through influence by strategihavior,
planning and action—when the adversary perceivasdben
the attempt of an attack will result in his objees not being
met.” This definition of deterrence is meant to @dd the
‘cognitive  moment’ when an attack is halted. In ntur
‘assessment’
guantitative measure. Therefore, an appropriatéitiefi of
‘deterrence assessment’ would be: “the evaluatiofeasible
techniques of deterrence expressed as a quarditat®dasure
within defined thresholds.”

For the purposes of this task, it is necessaryrapegrly
qualify what could be considered as a ‘deterramtthie mind
of an attacker. The concept déterrent is derived from the
above definition of deterrence. Since deterrenceisething
that can only occur in the mind of an adversargf thoment
can never fully be known by anyone except for Huhtersary.
However, the deterrence moment but it can be apheth
While it is not possible to comprehensively know ewh
deterrence as a cognitive event happens, it isiljesso
determine if some protections are ‘deterrents’ “areasures
that are known both to an adversary protector arel
determined to have discouraged an adversary freampting
an attack to some degree.” In this sense, a ‘dmteris
separate from the event of ‘deterrence’ becausés ia
guantifiable element that is not known solely by #dversary.
In turn, it is possible to assign value to diffdrefeterrent
elements. This concept is especially important he t
consideration of deterrence assessment. Whilerdets, as it
occurs in the mind, is not possible to qualify,eietnts can be
assigned value and be seen as contributing tordatey.

Working model of deterrence effect

In light of the above definition of deterrenceisinecessary
to demonstrate that concept as a composite of piailti
factors—cognitive and otherwise—that can occur gitaek,
under attack or after an attack. The proposed medkl
combine aspects from the Department of Transportat
Security Countermeasures [11] with considerationgmf
working definitions. The DOT Security Countermea&sur
propose three phases of potential attacks: (1)aRaek (2),
During attack, and (3) Post-attack. Embedded isahthree

phases are several countermeasures, e.g., Preessedr‘g

Detection, and Mitigation, that operate according a&
sequential timeline. One such countermeasure isrrégice.

explain the relations of the items on the list byawing
connections between its components or referenaiggition,
those factors determined to be essential to theepinof
deterrence. Thus, an alternate, more comprehensdg®el is
necessary.

The proposed deterrence effect model (figure kg the
DOT example, takes into account three main aspeftta
potential terrorist attack (pre-attack, during attack, post
attack) and potential countermeasures. In conteaiie DOT
table, the influence model takes these aspects and
countermeasures to a more complex dimension. Togoped

expresses the success of deterrenca amodel views deterrence as the compound of visual or

otherwise observable countermeasures. The deterreffiect
model illustrates deterrence as part of decisiokimga
calculus? This model splits the three-aspect step of the DOT
example into two distinct parts: (1) preparation &m attack
and (2) physical occurrence of attack. The modepiated in
Fig. 1, considers all aspects of an attack (preckitunder
attack, and post attack countermeasures) as icflugrthe
attacker.

The model demonstrates that all security measum@sjust
the pre-attack ones, may be taken into consideratay
deterrence. Let's take the response measures agasnple.
Suppose ferry A experiences a terrorist attack,endrgency
response time at site A is better than on site fBmass
casualties are the goal of the attacker, then/Asiie not as
aattractive as B. Increasing the level of responsigs at site B
(assuming the attacker is aware of the change) shil this
balance the other wayTherefore, effectiveness of during- and
post-attack deterrence countermeasures is a faator
considerations deterrence strategies, and all efsme
section (2) relate back to the cognitive eventetbdence.

B. Deterrence measurement and assessment methodologies

Deterrence, as defined in this study, is the éffinat
knowledge of, assumptions about, and subjectivegmion of

! The consideration must be made that the proposamméng is attack or
scenario based. While logical reasoning is appieattacks, it is not enough.
Attacks may be not homogenous, or linear (i.e.gant deduce one from the
other by induction or abduction reasoning using logé&al operator). Attacks
are in fact inhomogeneous, heterogonous. Arguatggceted effect or
anticipated effects of attacks are most likely hgermus or linear if

i conducted by the same group. This leads to thedfiesrorist signatures.

2 In the context of this paper we are consideringemence as a binary
(e.g. an attack is deterred and does not occun attack is not deterred and
does occur). The cognitive processes expressecearevmore complex than
the illustrations and/or explanations provided. &ese of the length and
complexity of the full explanations of each cogrgtiprocess in full, they are

erhaps better left to a more in depth explanaticenother paper. The force
f deterrence is constantly in play against the pla potential attacker. It is
possible that an adversary may consider severaluageof attack and be
dissuaded at different cognitive or physical poorighe diagram.

While the DOT sequential list of countermeasureg ar 3 An important effect of deterrence that is in tiealm of cost/benefit

important for both attacker and defender to consid

e

analysis is that of substitution. A deterrence méthhat is effective at
countering a particular type of attack will increathe likelihood of other

deterrence cannot be properly expressed as a @bteNnhodes of terrorists’ activity, and this feedbackchanism should be included

countermeasure.

in the assessment. Substitution possibilities antemrgrist tactics arise when

Accordingly, a comprehensive framework of detergencalternative modes of operations produce the sarsi& m@mmodities (e.g.,

should consider explicitly reinforcing componeritattoperate
within physical countermeasures (i.e. preparedréstgction,
and mitigation) and cognitive states. The DOT matteds not

political instability, media attention) in varyingmounts. Substitution is

enhanced when attack modes possess closely retatedmes and are

logistically similar. This idea is also importargdause the potential benefits
from implementing a deterrence procedure (e.g.redse in casualties) must
be adjusted for substitution into other life-thezdng terrorist actions.

Fig. 1
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implemented security measures have on the deasaking those methods within an economic framework. Yetijidj
process of a potential attacker. As deterrencectsffehe seeks to expand upon the guidance that these apm®a
attacker’s decision-making procdssfore the attack, it is hard propose by focusing on the economic analysis afesing for

to quantitatively measure this effect directly. The closest terrorists. In this analysis Yetman uses an ecooomi
approximation would probably be interviews with tapd approach—specifically  costliness—to point out the
terrorists or criminals, which would allow analysisf weaknesses in screening as a deterrence method.

information about planned attacks that were notetes for The aforementioned literature lacks an effective
various reasons. It is beyond the scope of thiortepp method for assessing the monetary costs and benadit
consider such a source of information. considered by terrorists. Economic postulatiora tarrorist

As opposed to the evaluation of interview datas tieiport activity will respond to market forces do exist. wkver, there
focuses on models that decompose the phenomenon iohot yet an effective way to calculate the exdéincentives
deterrence into a set of factors. The effects e$détfactors can available to an attacker [16]. Similarly, the neth used to
be evaluated separately, and can prompt actionbeoside of calculate the costs of carrying out a complex t&stattack
the security force. The analysis is guided by whatStrategic are confounded by the presence of innumerable hlagaFor
Deterrence Joint Operating Concept [12] definestlas this reason, existing cost/benefit models tendotu$ on the
attacker’'sdecision calculus. The SD JOC model defines thegeneral behavior trends associated with deterrewtgities.
"ways" and "means" by which the "end" of stratadgterrence Those models are unspecific as to which aspeasafticular
is achieved through decisive influence over advgrsaattack are considered costly or beneficial [17h addition
decision-making. An adversary's strategic detegathecision [Sandler04] postulates that the costs and benefitspecific

calculus contains three primary elements: deterrence policies are insufficiently analyzed.
« Adversary perception of the benefits of a course of 2) Risk Management/Assessment Approach
action Risk management/assessment provides an indirect
+ Adversary perception of the costs of a course dhethodology for deterrence assessment. Althougtenoft
action considered unconventional actors, terrorists agarmrzed in

« Adversary perception of the consequences of restratheir attacks and objectives. Like any other orgatidon that
(i.e., what will happen to them if they do not take ~carries out goal-based tasks, terrorists must anestevel

course of action) consider the possibility that their task may faiherefore,
The above concepts illustrate an attempt by thargtgdorce perpetrators of terrorist attacks are forced tduate the risks
to understand the potential benefits of an advgsattack that they may face. As a recent RAND study states:
against potential costs. Consequently, the "wagsdd below

are the tools for implementing effective stratedeterrence, ..[a]ithough  causing a member of al Qaeda to
which can be applied to terrorism deterrence. THesgys" change his stripes may be out of the question,
are closely linked in practice and often overlap tieir deterring individuals from attacking individual gaits
application. The “ways” include: is not. To the contrary, the empirical record shows

«  Denying Benefits that even hardened terrorists dislike operatiorsisr

« Imposing Costs and ‘may be c_ie_terred_ by l_mc_ert_ainty a_ngl risk_._ A foot

«  Inducing Adversary Restraint soldier may willingly give his life in a suicide ggion,

and organizations may be quite willing to sacrifice

The working definition of deterrence and Figure stablish such pawns, but mission success is very importaht a
deterrence as a cognitive process. In order fardstce to be leaders are in some ways risk-averse. [18]

effective, it must be able to assess how an astibmaffect the ) . . L . .
decision-making process of an attacker. Two genergP!lowing this reasoning, it is practical to vievetdrrence
methodologies that can describe such effects as#bemefit assessment in terrorist atta<_:k scenarios from atlpa_aeh risk
analysis and risk management. The former deals wiifS€SSmentmanagement viewpoint. Therefore, it reso
increasing or decreasing the cost or benefit foattacker. The Necessary —to  review literature  concerning  risk
latter studies risk as the primary restraints oerapon. While 2SSessment/management approaches. _

both methodologies can be used for describing thegsses in ~ Shrader-Fredchette [19] and McKim [20] agree thak r
the physical world, it is important to keep in mititht the @SSessment is the obvious precursor to risk maregem
categories of cost, benefit, and risk are higheyceptual in According to Shrader-Fredchette, the process canemed as

nature. Accordingly, this allows for their use issassing & 10w’ of procedures: (1)identification of hazard, (2)
effects of deterrence on cognitive processes. estimation of harm, (3)evaluation of danger relative to other

1) Economic cost/benefit analysis harms, and (4))_0Iicy development in which risk management
The body of literature in economic theory preseants IS done. Once risk assessment has been (_:omplmqpbﬂ_;smle
method of deterrence assessment in hostage takikigson, [© mMove to management of calculable risk. McKimifsoa
Sandler and Tschirhart [13] use economic modelgets Risk Management Cycle (RMGyhich includes the following:
empirical bargaining-theory hypotheses in terrotisistage 1. Risk Identification: Risks are pinpointed and
taking scenarios. Cauley [14] uses economic thepgyaluate assessed. From this evaluation, it is decided which
antiterrorist deterrence measures and postulateeffieet of risks will be managed. Many unnecessary factors wil
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be eliminated at this phase (such as low probaslit measure, the attacker advances to the risk analegs where
of occurrence. External risks—those which arde assesses the degree to which a security measdaagers
outside the scope of the problem but nevertheletss mission objective(s). In this step, a secunigasure must
affect the risk—should be identified. elicit an interpretation of increased risk if it is generate a
2. Risk Analysis: Most advanced stage of RMC. Defineddeterrence effect in the response phase. OndinHiestep of
as a list of risks combined with an assessmenh®f trisk response is reached, the security measureislom to
probabilities and impacts of each risk. An impottandeter attack has expired. If after observing amalyaing the
aspect of this phase is information disseminatlbn. measure, the attacker responds by advancing wstlattéck,
the analysis is not presented in workable anthen the measure has failed to generate a deterséfact.
understandable format and distributed to the properIf RMC translates physical measures into cognitive
officials, the effort can be wasted. deterrence effects, a security force can rely enpttinciple of
3. Risk Response: Uses the information gleaned from theEffects-Based Operations to determine which securit
previous two phases to develop a plan of actiom Thmeasures will most likely generate a deterrenceceff The
main idea is to eliminate as much risk as possibl@rotector uses EBO in order to influence the cowfsaction
often operations that are “too risk averse” will.fa that the adversary may take by affecting his thésigind
a. Risk Reduction: Using tools such as actions in a way in accordance to the interesth@fprotector
scheduling (moving the time or date of an23]. Effects-Based Deterrence (EBD), as a sub&é&iBO,
activity), education (informing those who areacknowledges the same three steps as the RMC—aliserv
taking part in the activity of the inherentperception, and behavioral effect [24] — and presidhree
risks and how to deal with them), and evertriteria for choosing effective security measure$he first
redesign (modify a plan to reduce the risksyriterion is based on the RMC risk observation step
can help drastically reduce risk and militatg(observation in EBD terminology). The criterion pdrceived
success. observation requires that a security measure isarapp
b. Risk Allocation: “Risk allocation refers to enough that attacker will become aware of it. Caucattacker
the party or parties that will accept a portiorbecomes aware of the measure, it enters the attadRMC
or all of the responsibility for the where it can, in turn, affect his behavior. Theosel criterion,
consequences of the risk.” Transferringwhich we will refer to as perceived accuracy, redato the
different risks amongst involved parties carRMC analysis step (perception in EBD). A measunaeceo
also provide a useful method of managingbserved, must be relevant to the mode of attaakishto be
risk. Allocating risk to parties with the most deterred. For example, a biological attack semsaid not be
control, the least investment in a project, orelevant to an attack using only explosives. Tl tbriterion,
those who are best equipped to handle riskerceived reliability, also works in the risk ars$y of the
can be beneficial. [21] RMC. This criterion describes the expected prdiigtihat an
observed threat will be active at the time of &tac

The central thrust of Sharder-Fredchette’s analigsithat
perceived and actual risks do not exist as disaatkinsular
concepts. In fact, the consequences of acceptidg an idea
would lead to “undesirable consequences.” Moreoiteis
often the case that whether or not a risk is ddfime perceived
or actual, it can be dealt with in the same mafi22}. In this
evaluation there are numerous reasons why one dlawaid
maintaining separate categories for perceptioneaatuhl risk.

C. The Triad Model of Deterrence Assessment

A deterrence assessment methodology must be capéblemethods

determining how effectively a security measureuefices the
decision of an attacker. Using a combination af fRisk

Management Cycle (RMC) and Effects Based Operatiomé EBO and

(EBO), it is possible to effectively illustrate threteps that
allow a security measure to result in a deterréfate

The first step is to understand the attacker’'s diect
making process with respect to risk assessmente RMC
outlines how a security measure in the physicalldvas
translated into a deterrence effect within the mifd an
attacker. This process consists of three stegspliservation,
risk perception, and risk response. Risk obsewmatis the
point at which an attacker become®entally aware of an
aspect of thephysical world.

Within the model of risk assessment, affectingatiacker’s
RMC is the only way that a security measure caregga a
deterrence effect. Together, the three criteriacdiee the
three ways in which a security measure can affeet risk
observation and risk analysis phases of the attackMC.
Such an analysis is, in effect, a qualitative detare
assessment methodology.

Through a review of materials provided by HSI and a

general literature review of cost/benefit analysigsk
assessment/management, and EBO, it is evident thiese
can be applied as deterrence
methodologies. Because none of methodologies éxtafé in
isolation, this paper proposes a model that consb@ements

alterations, the three qualitative deterrence assest criteria
described above can be incorporated into a quawgtanodel
for estimating the deterrence effect of a givenusdec
measure. The mathematical model that is rootatddrRMC
and EBD will be labeled the Triad model.

Modeling the Triad Conceptually
The ‘Triad’ model, depicted in Fig. 2, is based arthree
variable equation intended for qualification of legurotection

Once aware of a securitymethod as a deterrent. Each variable of the equao

assessment

risk management approaches. With some
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intended to correspond to a cognitive state inntiired of an
adversary that would contribute to deterrence. Ghalities
shall be defined as:

For each variabl¥, wherd =12,..8three values are

assigned: a(X;), B(X,), Y(X,). These values are strictly

= O = Perceived observable quality of protection measubetween 0 and 1 correspond to:

= [3=Perceived accuracy of protection measure
= )= Perceived reliability of protection measure

In order to use these variables)(((8) and {)) to conduct an
overall quantitative comparison among different tpction
measures, a value ranging from 0.0 to 1.0 mustsbig@ed to
each variable. Zero (0) = lowest value possibleieszahat
could correspond to a cognitive state. In the cdige), a zero
would represent a complete absence of perceiveeraditon
of protection measure by an adversary. One (1.@jghest
possible assigned value that could correspond ¢ogaitive

state. In the case of), a one would represent the highesTo more effectively illustrate

perceived observation of protection measure byduerasary.
In order to determine the overall deterrent eff@gt of each
protection measure, the variables must be muldplie =
(a)(B)(v). Because the purpose of this equation is to etala
cognitive state and it is not possible to fully ergtand the
mind of an adversary, it is impossible to assuna¢ tthe value
of any one variable is zero (0.0) or one (1.0) barassigned
to any state. However, it is possible for the valia variable
in this equation—outside the scope of this paperapfwoach
Zero or one.

IV. IMPACT OFSECURITY MEASURES ONDETERRENCE

Modeling the Triad Mathematically

Through analysis of MARSEC [25] screening levelghei
separate deterrent protection components can heerded.
For simplicity, each deterrent is assigned a végiab

1. 100% vehicle screening X
Less than 100% vehicle screenin.~
Canine Sweep X,

Physical inspection with CanineX;

a ks 0N

visual inspection) X

6. Heavy manual inspection (inside the car, open tha

hood/trunk inspection) X,
7. X-Ray machine =X,
8. Explosive detector =X,

Thus each Screening protocol is representeEi’j bwhere | =
protocol level as follows:

P=ExUX =X, =X,

P, =x UX, = X, = X,

P,Ex UX, =X, =X,

P, =x UX, = X = X

a = Perceived observable quality of protection measur
3 = Perceived accuracy of protection measure
y = Perceived reliability of protection measure

Let A(X,) = a(X)B(x )y(X)is the value of the deterrent

representing . The objective is to compare and contrast the
deterrent values of the screening protocols.

Hypothetical Example 1: single deterrent
the Triad approacla,
hypothetical example will be presented in whichueal will be

assigned tor(X; ), B(X ), y(X) -
For the Canine SweepX;

1. a= 0.7, i.e. Perceived observable quality of
protection measure is high.
Explanation: Assume that the attacker has beemrdhgecars
and trucks entering a ferry and has noticed sewérlem are
checked by canine sweep.
2. [B=0.8 Perceived accuracy of protection measure is
high.
Explanation: Assume that the attacker perceivesiracy of
the canine sweep is difficult to defeat.
3. y= 0.3 Perceived reliability of protection measige i

low. Explanation: The attacker knows that there fare
canine teams or that canines must rest often.

The result:

a(x) =07
B(x) =08
y(x) =03

Light manual inspection (metal detector, CUrsoryA(x,) = 0.168

this hypothetical example, two values—
a(x) = 0.7andf(x) = 08—were high, yet the single

occurrence of a low valuey(x;) = 0.3) brought the overall

deterrent value of the canine sweep to 0.168. Thistrates
that all perceived aspects of the security measure must hav
high values for the deterrent to have a high valerall.

Hypothetical Example 2: deterrent protocols
As explained in example 1, subjective analysis athe
deterrent attribute of a security measure,

a(x), B(x),y(x),allows us to assign values to eacty.
(canine sweep) as a deterrent is highly observatdehighly
accurate. However it may not be reliable as dogg mequire

food and rest. Using the same subjective analy@sother
security measures were assigned values (see Chalbw).
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Chart 1: Deterrent variables

a B Y A
x1 [ 0.99 0.99 0.99 0.97
x2 | 0.5 0.5 0.5 0.13
x3 | 0.7 0.8 0.3 0.17
x4 1 0.8 0.85 0.5 0.34
x5 | 0.6 0.3 0.4 0.07
x6 | 0.8 0.7 0.8 0.45
X7 1 0.9 0.7 0.8 0.50
x8 | 0.9 0.4 0.8 0.29

Once all measures are assigned deterrent valuesvirall
deterrent effect of the protocols can be calculateat each
security protocol, there are three levels of sdregfHSIOA4c].
From the diagram in [HSIO4c] it is logical to assurhat
deterrence values are meant to increase as thengaydevels
increase. In order to remain consistent with tlyigdthesis, it
is necessary to compute movement from each sedeviey as
an increase in deterrence. Since the first leveklbffour
screening protocols contains the same security unesis

The rationale behind this selection is as followsvel 1:
Every screening protocol begins wikh[1X, so level 1 in this
protocol begins the same way; Level 2 and Levéh&highest
two deltas in table 1 correspond witk, (.45) and X, (.5).
Since increased deterrent value is desirable theras from
level 2 to 3 isX; thenX,. Because the security measures in

Xs andX, may present a high cost, it may become necessary

to create alternate, cost effective protocols wiigh
deterrence values. Using the data from examplesandewo
those protocols would look like:

P=x UX, = X; =X,
P=x UX, =X, = X

What can be inferred from the hypothetical exanles
Although the above situations use hypothetical renmibas
deterrent values, the logical pattern that emeifges the
synthesis of these situations creates a valid cdetee
assessment methodology. Example one presents actubj
way to assign values to each protection measusedeserrent

(i.e.X, 0X,) the increase in the value of the deterrent frorgnd illustrates that thall perceived aspects of the protection

screening level one to screening level two is aditt
Therefore the applicable increase should occur dwtw
screening level two and screening level three. Aharaatical
representation of that increase calculates the raditween

measure must have high values for the deterreattefd be
high. Example two provides an effective way to assthe
increasing deterrence within each protocol. Examtplee
proposes a method for constructing the highest edalu
deterrent protocol from examples one and two. & tfon-

A(X;) level 2 andA(X; ) level 3. If the ratio is greater that 1 arhitrary numbers for each variable within a segumieasure

then the deterrent value is increasing. If theoriiless than 1
then the deterrent value is decreasing. A proteooisistent
with the HSI model and its mathematical equivalemist

contain increasing relative deterrent values. (lesrt 2)

Chart 2: Protocol ratios

AL2) [AL3) [AL3)AL2)
P1 0.17 0.34 2.02
P2 0.07 0.45 6.22
P3 0.50 0.34 0.67
P4 0.29 0.45 156

Example 3: constructing a high deterrence screening protocol
using the Triad

The aforementioned inferences made, it is possitde
construct a highly deterrent screening protocolmfrohe
hypothetical numbers in examples 1 and 2. The megpo
protocol would look like this:

P=x UX, = X, = X

X, = 100% vehicle screening

X, = Less than 100% vehicle screening

are all high, that measure can be considered asctei
deterrent. Accordingly, if a method can be devised
assigning non-arbitrary values to each security smes the
mathematical formula outlined in example two carapelied
to effectively assess deterrence for a particutatggol. By
using the rationale in example three, a highly et
protocol can be constructed.

V. CONCLUSION

This report specifies several contributions to detece
assessment. Foremost, working definitions of detee,
deterrent and deterrence assessment are formulated.
Deterrence is recognized as part of a cognitiveegss. The
“deterrence effect model” illustrates part of whia cognitive
model of deterrence might look like in the mind aliddes to
those aspects of the physical that may contribotethiat
cognitive process. The purpose of this paper, hewds not
simply to outline a cognitive model for deterrenRather, this
report is intended to outline applicable method@sgfor
deterrence assessment, such as cost benefit @nalydirisk
management assessment. The report is also intetoed
indirectly assess the value of deterrence throuljbady
established frameworks.

Xs = Heavy manual inspection (inside the car, open th Furthermore, the introduction of a ferry attack reoe

hood/trunk inspection)
X, = X-Ray machine

provides specific security measures and screeniagegures
as action items that require a specific value leirtdeterrent
effect. The proposed approach combines risk assegsmith
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effects-based operation strategy to introduce aemttht is [11]U.S. Department of Transportation Research andi&pec

able to value each specific security measure asparate Programs AdministrationDistrict of Columbia Motor

deterrent that contributes to the cognitive process Carrier Management and Threat Assessment Study,

deterrence. As values are assigned to security uresssit prepared by Volpe National Transportation Systems

becomes possible to arrange those measures antbadevill Center Research and Special Programs Administtation

maximize deterrent value. U.S. Department of Transportation, October 2003
The triad model has obvious limitations. It is lexka scale http://ddot.dc.gov/ddot/lib/ddot/clayimages/motaréam

for the value of each of its variables and/or séguneasures. anagment/security.pdf

For this reason, values must be hypothetically tpdsi [12]US Department of Defens&rategic Deterrence Joint
Interestingly, cost/benefit analysis could be cdesd as a Operating Concept, February 2004.
methodology for assigning value to the aforememtibn [13]Atkinson, S.E.., Sandler, T. and Tschirhart, J.8{0)9

unvalued variables of the triad. The integratiorcas$t benefit “Terrorism in a Bargaining FrameworkJpurnal of Law
analysis into the assignment of value for varialiethe triad and Economics, 30 (1), 1-21
would effectively incorporate risk management, E&@l cost [14]Cauley, J. and Inn, E.l. (1988) “Intervention Pylic
benefit analysis into one comprehensive methodolémy Analysis of Skyjackings and Other Terrorist Inciten
deterrence assessment. American Economic Review, 78(2), 27-31
[15] Yetman, James. “Suicidal Terrorism and Discriminato
APPENDIX? Screening: An Effciencey-Equity Trade-off.” School
Economics and Finance, University of Hong Kong, iApr
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